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	Job Title
	Junior Cyber Security Analyst

	Reports to 
	Head of Cyber Security and Risk

	Business/Function
	IT

	Location
	UK – North West/Ireland - Dublin



	Purpose:

The Junior Cyber Security Analyst will support the Cyber Security Team in protecting systems, networks, and data from Cyber threats. This role is ideal for a 1st/2nd line support engineer looking to develop their technical security skills in compliance with NIST, NIS2 and ISO standards.




	Scope of accountability:
The Junior Cyber Security Analyst is accountable for:
· Supporting the development the Cyber Maturity of Beauparc
· First line triage of security incidents



	Areas of responsibility:
· Assist in monitoring security alert and analysing potential threats
· Support investigations of security incidents
· Escalate security threats to the Head of Cyber Security and Risk
· Support and document (where required) the development of security playbooks
· Support vulnerability and patch management processes




	Qualifications, Skills and Knowledge:

Essential
The ideal candidate will have 1st/2nd line experience working within a technical support role.
· Strong verbal and written communication skills
· Understanding of security principles
· Microsoft operating systems


Desirable
· Azure Cloud and Microsoft 365 Security suites (including InTune)
· Understanding of TLS, SSL certificates, encryption, DKIM/SPF and DDoS
· Linux operating systems
· Experience of working with some/all industry certifications/frameworks such as NIST, NIS, PCI/DSS, Cyber Essentials Plus and ISO2700
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